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Goods (Nice class & Statement)

(1) Downloadable computer software for cybersecurity 
threat detection, monitoring, investigation and response; 
downloadable software for network security management; 
downloadable software for detecting malware, 
ransomware, phishing attacks and unauthorized network 
access; downloadable software for collecting, analyzing 
and visualizing cybersecurity data; downloadable software 
for security event management and threat intelligence; 
downloadable computer software using artificial 
intelligence, machine learning, large language models and 
agentic AI for cybersecurity threat detection, investigation, 
triage, containment and response; downloadable software 
for autonomous and semi-autonomous security 
operations, including AI-driven security operations center 
(SOC) investigation and alert handling; downloadable 
software for endpoint detection and response (EDR), 
managed detection and response (MDR), extended 
detection and response (XDR) and security information 
and event management (SIEM); downloadable software 
for cloud security posture management, identity threat 
detection, network traffic analysis, log ingestion and 
analysis, and security data lake operations; downloadable 
software for user-reported phishing analysis and 
automated email threat investigation; downloadable 
software for offensive security, penetration testing, 
vulnerability assessment, red teaming and breach and 
attack simulation, including agentic AI-driven penetration 
testing; downloadable software development kits (SDKs), 
application programming interfaces (APIs) and Model 
Context Protocol (MCP) server software for integrating 
cybersecurity tools, data sources and AI agents; Computer 
software for database management; computer software 
and databases for use in diagnosis, repair and 
configuration of computers; computer software for 
controlling and managing access server applications; 
computer software for the creation of firewalls; computer 
software for use in providing multiple user access to a 
global computer information network; security software; 
software for ensuring the security of electronic mail; 
downloadable mobile applications and downloadable 
browser extensions for cybersecurity monitoring, alerting, 
investigation and response; downloadable computer 
software in the nature of endpoint sensors, agents and 
collectors for capturing, transmitting and analyzing security 
telemetry data; downloadable computer software for 
orchestrating, automating and executing security 
workflows, playbooks and remediation actions; 
downloadable computer software featuring artificial 
intelligence agents that autonomously perform 
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Trademark

CIPO Status
FORMALIZED

TM5 status
LIVE/APPLICATION/ Awaiting 
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The trademark application has 
been accepted by the Office 
(has met the minimum filing 
requirements) and has not yet 
been assigned to an examiner.
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eSentire, Inc.
451 Phillip Street, Suite 135
Waterloo
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Agent
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Services (Nice class & Statement)

(1) Software as a service (SaaS) services featuring 
software for cybersecurity threat detection, monitoring, 
investigation and response; providing temporary use of 
non-downloadable software for network security 
management; cybersecurity services, namely, monitoring 
computer systems and networks for security threats, 
vulnerabilities and unauthorized access; providing 
information in the field of cybersecurity; technical support 
services relating to cybersecurity software; managed 
detection and response (MDR) services; managed 
extended detection and response (MXDR) services; 
managed security services, namely, 24/7 monitoring, 
detection, investigation, containment and response to 
cybersecurity threats across endpoint, network, cloud, 
identity, email and SaaS environments; software as a 
service (SaaS) services featuring software using artificial 
intelligence, machine learning, large language models and 
agentic AI for autonomous and semi-autonomous 
cybersecurity investigation, alert triage, threat hunting and 
response; providing temporary use of non-downloadable 
software featuring artificial intelligence agents that 
investigate security alerts, correlate evidence, generate 
findings and recommend or execute response actions; 
threat intelligence services; digital forensics and incident 
response (DFIR) services; managed vulnerability services; 
managed offensive security services, namely, penetration 
testing, red teaming, adversary emulation and breach and 
attack simulation, including AI-driven and agentic 
penetration testing services; phishing analysis and email 
security services, including analysis of user-reported 
phishing messages; security operations center (SOC) 
services delivered as a managed service; advisory and 
consulting services in the fields of cybersecurity strategy, 
risk, incident response readiness, security program 
development and security architecture; security 
awareness, training and tabletop exercise services; Cloud 
computing providing software for database management; 
computer network security services; computer security 
consultancy; computer systems monitoring services; 
debugging computer software for others; design and 
development of computer software; design and 
development of electronic data security systems; design 
and writing of computer software; design, development 
and implementation of software; design, development, 
installation, updating and maintenance of computer 
software; development of software for secure network 
operations; installation, maintenance and repair of Internet 
access software; internet security consultancy; 
maintenance of computer software relating to computer 
security and prevention of computer risks; maintenance of 
software for Internet access; monitoring of computer 
systems for detecting unauthorized access or data breach; 
monitoring of computer systems to detect breakdowns; 
providing online non-downloadable enterprise resource 
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cybersecurity investigation, triage, decision-making and 
response tasks.
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planning (ERP) software in the field of customer 
relationship management, database management, 
inventory management and field of supply chain 
management; providing quality assurance in the field of 
computer software; software as a service (SaaS) provider 
in the field of customer relationship management, human 
resources management, inventory management, providing 
customer relations management, revenue management, 
software for small business accounting and supply chain 
management; technical support in the form of monitoring 
global computer network systems; technical support 
services in the form of troubleshooting of computer 
hardware and software problems; providing online non-
downloadable cloud-based cybersecurity platform 
software for ingesting, normalizing, correlating, analyzing, 
visualizing and reporting on security telemetry, logs, alerts 
and events across endpoint, network, cloud, identity, email 
and SaaS environments; providing online non-
downloadable software for security data lake operations, 
data pipeline orchestration and security analytics; platform 
as a service (PaaS) and software as a service (SaaS) 
services featuring software for building, deploying, 
orchestrating and monitoring artificial intelligence agents, 
including agentic AI systems, for cybersecurity 
applications; providing online non-downloadable software 
featuring Model Context Protocol (MCP) servers, 
application programming interfaces (APIs) and integration 
tooling for connecting third-party security tools, data 
sources and AI models; providing online non-
downloadable software for automated and AI-driven 
security orchestration, automation and response (SOAR); 
providing online non-downloadable software for offensive 
security operations, including automated and agentic 
penetration testing, attack surface management, 
vulnerability discovery and exploit validation; providing 
online non-downloadable software for user-reported 
phishing intake, analysis, scoring and remediation; design, 
development, configuration, implementation, integration, 
hosting and maintenance of cybersecurity software 
platforms and artificial intelligence agents for others; 
consulting, advisory and managed services in the fields of 
artificial intelligence security, machine learning security 
and AI agent security; providing temporary use of non-
downloadable software for measuring, benchmarking and 
reporting on the effectiveness, productivity and adoption of 
artificial intelligence tools within security operations.
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