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The following submission is made in support of 9-1-1 and the Canadian Public Safety community. 
Comments are respectfully submitted by The National Emergency Number Association (NENA) 
Ontario Canada Chapter, Canadian West Coast Chapter and NENA Canadian Region Director. 
NENA is known as “THE” 9-1-1 Association. 

NENA: The 9-1-1 Association improves 9-1-1 through research, standards development, training, 
education, outreach, and advocacy; and is the only professional organization solely focused on 
9-1-1 policy, technology, operations, and education issues. NENA’s vision is a public made safer 
and more secure through universally-available state-of-the-art 9-1-1 systems and trained 9-1-1 
professionals. We advocate for 9-1-1 at the federal and state level in the United States, federal, 
provincial, and municipal levels in Canada, and various levels of government in Europe. 

NENA derives its expertise from thousands of members who represent all parts of the 9-1-1 
system — from 9-1-1 telecommunicators, to 9-1-1 state/provincial authorities, to 9-1-1 technical 
specialists, and to members of the 9-1-1 industry. NENA’s Development Group (NDG) develops 
the standards, information, and requirements documents that form the basis of NENA’s i3 
Solution — the only standard designed specifically to meet the needs of Next Generation 9-1-1, 
to which the Commission and Canada have already committed. 

Comments are submitted in response to the Broadcasting and Telecommunications Legislative 
Review Process Terms of Reference and correspond to the order set out in the review Terms of 
Reference document. 

I. Introduction 
As the digital landscape continues to evolve, legislative and regulatory frameworks are expected 
to govern increasingly complex technical configurations which haven’t yet been conceived. 
Meanwhile, technology, software, and services refresh timelines continually shrink. The federal 
regulatory framework is hard pressed to keep pace in managing this new paradigm. 

We, as submitters of the following comments fully appreciate the opportunity to provide input 
to the process. 

Many emergency response agencies are well behind in the shift to digital technologies (for 
several reasons) and are only beginning to catch up. Unfortunately, citizen expectations for 
emergency response are far ahead of what existing technology, software, and tools can actually 
deliver.  

Emergency response agencies in Canada face multiple challenges depending on the province 
such as lack of sustainable funding, federal governance, and federally coordinated oversite. 
Emergency response is comprised of two main components; (1) 9-1-1 call taking & call handling, 
and (2) emergency response. While each component has traditionally been classified as a distinct 
business function for funding and political reasons, the lines between the two are increasingly 
fuzzy. From a citizen in distress point of view there is no distinction. A citizen contacts 9-1-1 to 
request help in an emergency and they expect help to arrive at the door. The manner in which 
the call is routed, received, vetted, located, dispatched, and tracked is of no concern to the caller 
as long as help arrives at the right location in a timely fashion. 
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Lack of guaranteed sustainable funding resulted in an antiquated public safety infrastructure 
which hampers efforts to maintain and improve service delivery to Canadians. While consumers 
generally refresh hardware and software regularly (every two to five years), many 9-1-1 
providers, Pubic Safety Answering Points (PSAPs), and emergency response agencies are still 
using equipment and tools some of which are fifteen to twenty years old or older.  

Public Safety Answering Points (PSAPs), also known as Emergency Communication Centres, are 
separated into two categories; primary and secondary. Primary PSAPs provide 9-1-1 call taking 
and call handling service, and secondary PSAPs provide emergency dispatch service. Once a call 
for help is received by 9-1-1, the call is triaged and transferred to the correct secondary agency 
(fire, police, or ambulance) for dispatch. Some primary PSAPs also function as secondary PSAPs. 

Secondary PSAPs dispatch emergency responders and track incidents from dispatch through to 
resolution. These distinct actions create two silos for communication. The first silo is the 9-1-1 
network; a closed secure conduit from the carrier directly to the PSAP. 9-1-1 provides critical call 
information to the PSAP including caller name and location (where available), among many other 
important details which assist telecommunicators in determining the nature, severity, and 
agency(s) most appropriate to respond.  

The second silo is emergency responder communications which includes information relayed 
from the PSAP to responders, from responders to the PSAP, between emergency responders, and 
between agencies. Traditionally this network has been voice centric with the ability to carry small 
packets of data but is increasingly this network is transitioning to carry heavier data traffic. 

With the development of Next Generation 9-1-1 and the Emergency Services Internet (ESInet), 
(a new national digital platform for delivery of 9-1-1 service), barriers between the two 
communication network silos are becoming blurred requiring a new model of oversight and 
governance. These advancements imply significant industry disruption in a very short time frame.  

The intent of comments in this submission are primarily to address the 9-1-1 environment 
framework, however, it is impossible to cover the far reaching implications without also 
commenting on emergency responder communications. Since much of the public safety radio 
voice traffic in Canada has already transitioned to digital, Public Safety Canada is building a Public 
Safety Broadband Network (PSBN) to better manage public safety and emergency responder 
communication traffic including voice and data. 

9-1-1 

According to CRTC decision 2017-182, 9-1-1 telecommunications service providers can begin 
decommissioning analogue voice networks in June of 2023; five short years away. This may sound 
like plenty of time, but many PSAPs across the country have not yet begun planning for the 
transition to Next Generation 9-1-1 technologies.  

Lengthy budget and procurement cycles mean many public safety agencies will be hard pressed 
to meet readiness timelines. Delays will result in higher costs to maintain legacy services as we 
get closer to the 2023 deadline.  

As timelines advance, additional vendors will inevitably enter the market to provide public safety 
ready solutions. As carriers and public safety practitioners work tirelessly to build a national 
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Emergency Services Internet (ESInet) with end-to-end high level security for 9-1-1 services, public 
safety agencies must still shoulder the responsibility to manage data securely between 
interprovincial and respective emergency response communities. Many will require assistance in 
making those connections secure, stable, and resilient. 

Emergency Responder Communication 

Public Safety Broadband Network (PSBN) and ESInet traffic will necessarily and inevitably 
intersect at some point. As new types of data enter the 9-1-1 stream and PSAPs and emergency 
response agencies develop new processes and tools to become more efficient the characteristics 
and flow of data will certainly change.  

The how and when of points of interconnection are not yet defined however, it is reasonable to 
expect operational standards and best practices for security (software, hardware, and 
operational) will be consistent throughout the infrastructure whether wired, wireless, satellite, 
microwave, etc., otherwise integrity of the entire ecosystem is at risk. 

As a logical extension, we believe it is reasonable to expect legislative and regulatory oversite to 
also be consistent throughout the infrastructure. Without this assurance, confidence in the public 
safety infrastructure in general terms is suspect and risk across the board increases.  

Given the increased threat of online security attacks and data breaches, a cohesive regulatory 
environment is necessary. Consistently applied regulatory measures ensure the same level of 
scrutiny and compliance awareness is applied across all platforms applicable to public safety 
service delivery. 

II. A Joint Review 
Section II of the Terms of reference for A Joint Review state, “Finally, a world-class 
communications sector for Canada should safeguard the interests of Canadian consumers and 
support the safety, security, and privacy of Canadians.” Where 9-1-1 and emergency response 
are concerned, lines of demarcation are increasingly blurred between data origin (source and 
ownership), travel medium (radio, wifi, cellular, satellite, microwave, etc.) and destination 
(domestic or foreign).  

As data silos disappear so must administrative silos. Effective coordination and collaboration 
between agencies, ministries, and vendors is crucial to develop and maintain an effective and 
secure operational platform for the well being of citizens and responders. 

9-1-1 is an ecosystem of moving parts. A well tuned mix of systems, services, policies, and human 
resources keeps Canadian citizens and residents safe. Public safety practitioners are well aware 
of the limitations and gaps inherent in the existing 9-1-1 infrastructure and acknowledge 
potential improvements inherent in Next Generation 9-1-1 technologies will be vast.  

However, with each benefit comes risk. For example, transitioning to a fully digital platform 
exposes the 9-1-1 and emergency responder communication networks to cyber threats such as 
hacking, denial of service, and randsomware attacks. It is no longer sufficient to mandate that 
carriers build a secure ESInet. While carriers will exercise the utmost care in designing and 
delivering a secure ESInet for 9-1-1, questions arise about who is responsible for securing 
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customer premise equipment located beyond the ESInet demarcation point. Gateways to other 
systems including Computer Aided Dispatch, and the emergency responder communication 
network become potential targets for attack. A single infected USB stick has the potential to 
compromise the nation’s entire public safety infrastructure including 9-1-1 and emergency 
communication.  

We present the above argument solely to illustrate the multiple points of intersection between 
systems and services in the Next Generation 9-1-1 and emergency response environment, not to 
begin a debate on security as those matters are well addressed elsewhere. The questions are 
answered with that focus in mind. 

I. Telecommunications Act & Radiocommunication Act 

1. Universal Access and Deployment 

Questions 

1.1 Are the right legislative tools in place to further the objective of affordable high quality access 
for all Canadians, including those in rural, remote and Indigenous communities? 

Answer 

Once a 9-1-1 call is received and processed at a primary PSAP by properly trained 
telecommunicators, calls are transferred to the appropriate secondary PSAP for further 
processing and dispatch. Various operating procedures are involved in distribution of 
information to emergency responders. The primary method is radio for audible instruction 
and a mix of different data types typically over cellular and wireless networks. Networks may 
be owned by agencies directly or access purchased via public carrier. 

Emergency responders require data to be accurate and delivered quickly for timely response. 
Therefore, regulatory oversite must extend to wireless and cellular carriers to maintain 
priority access for public safety agencies during emergency response situations. Without 
guaranteed priority communication access for emergency responders, citizens in distress and 
responders are placed at further risk. 

Scenarios such as experienced by California emergency responders during the wildfires in 
2018 do not currently happen in Canada and cannot in the future. In that case the wireless 
carrier (Verizon) significantly throttled wireless bandwidth for Santa Clara County Fire Dept. 
while the incident was in progress significantly hampering response efforts. The department 
had to immediately authorize significant additional expenditures to change data plans to have 
service restored.  

Net neutrality must be preserved. 

The case (filed against the FCC) is before the courts in an attempt to overturn the repeal of 
net neutrality in the U.S. 

(https://arstechnica.com/tech-policy/2018/08/verizon-throttled-fire-departments-
unlimited-data-during-calif-wildfire/) 

(https://www.theguardian.com/world/2018/aug/22/verizon-data-throttling-wildfires-
california-lawsuit) 
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(https://www.latimes.com/local/lanow/la-me-ln-data-throttling-20180822-story.html) 

(https://www.nytimes.com/2018/08/22/us/verizon-throttling-california-fire-net-
neutrality.html) 

1.2 Given the importance of passive infrastructure for network deployment and the expected 
growth of 5G wireless, are the right provisions in place for governance of these assets? 

Answer 

Successful 9-1-1 service relies on a variety of hardware and software layers, services, 
and operational practices. Effective secure transmission and receipt of public safety 
information is paramount. Regulators require jurisdiction over more than carrier 
provision of network to ensure consistency of governance from end to end. 

Some type of oversite should extend to software, hardware, and services, 
guaranteeing manufacturers and vendors abide by international security standards, 
requirements, and best practices.  

For example, radio handsets, smart devices, and transmission equipment are widely 
deployed, can be compromised, and present significant risk in open and closed 
environments.  

The current controversy surrounding HuaWei’s participation in international 5G 
networks is one example. As a global provider of cellular and network technology 
equipment, regulators need tools to address these and other real high risk concerns.  

Several countries have already banned Huawei from supplying equipment for build 
out of 5G networks including Australia, the United States, New Zealand, and Japan 
while other countries are still evaluating risk. This again raises questions about devices 
that responders and other personnel carry (agency provided and personal). 

Regulators must have tools across and between ministries to collaborate and create 
accountability for risks presented by equipment manufacturers, vendors and supply 
chains, particularly where public safety is concerned. 

Likewise, there must be tools available to regulators for end user equipment risk 
assessment and accountability. 

2. Competition, Innovation, and Affordability  

Question 

2.1 Are legislative changes warranted to better promote competition, innovation, and 
affordability? 

Answer 

Large scale 9-1-1 service outages such as those experienced by CenturyLink customers over 
Christmas 2018 in the United States are not desirable nor are they acceptable. 9-1-1 service 
was affected in multiple states for over 24 hours due to a single point of failure (One (1) 
network card from a third party vendor).  
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Provisions and tools for adequately assessing ESInet, PSBN, and other network redundancy 
and resiliency should be developed to ensure risk to citizens and emergency responders is 
minimized. Testing on live networks is complicated, however, measures can be taken to 
ensure single points of failure are minimized and/or eliminated. 

(https://thestatuscheck.blogspot.com/2019/01/why-centurylinks-network-suffered.html) 

(https://techcrunch.com/2018/12/28/911-service-outage-centurylink/) 

(https://fox8.com/2018/12/28/investigations-started-on-centurylink-outage-911-failures/)  

Provisions should also exist to preserve affordability for public safety services. Emergency 
responders increasingly rely on mobile devices such as smart phones, tablets, and radio 
handsets for communication and transmission of critical incident data. During large scale 
incidents, Public Safety Broadband Networks (PSBN) must have prioritization and sufficient 
bandwidth to conduct emergency response operations.  

Protection from network congestion and throttling are paramount to effectively minimize 
threats to life and property during emergency incident response. To that end, Service 
Providers (SPs) should be encouraged to allow roaming and consider load sharing methods 
between SPs to effectively manage and route public safety traffic during times of high usage.  

Perhaps rates for PSBN surge usage during emergency response should be set out in tariffs 
based on a formula which applies only during surge usage situations. Public safety agencies 
cannot afford to purchase high-volume high-priced data plans to cover random surge 
emergency situations. 

3. Net Neutrality 

Question 

3.1 Are current legislative provisions well-positioned to protect net neutrality principles in the 
future? 

Answer 

Provisions should allow prioritization of public safety communications service particularly 
during times of emergency response regardless of the size of the incident and specifically 
during large scale emergency response. Cellular, wireless, and other Service Providers can not 
(like the U.S. example) be provided an opportunity to turn emergency situations into 
bargaining leverage by holding response agencies hostage while lives are at risk. 

The Telecommunications Act-3.4 - Section 23 Part II Rates, Facilities and Services, paragraph 
27 (1) states “Every rate charged by a Canadian carrier for a telecommunications service shall 
be just and reasonable.” Service Providers have the right to charge fair value for service, but 
provision of emergency services is a special case. Agencies can not afford to purchase data 
plans based on surge needs only required during an emergency response situation. There 
should be a formula for surge usage to be applied on a per event basis included in the tariff.  
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4. Consumer Protection, Rights, and Accessibility 

Question 

4.1 Are further improvements pertaining to consumer protection, rights, and accessibility 
required in legislation? 

Answer 

Access to 9-1-1 service is not yet ubiquitous across all areas of Canada. Many northern and 
native communities across provinces have chosen to set aside or forfeit access to 9-1-1 
service due to cost. Given the nature of the Canadian landscape in northern areas and 
continued challenges to provide wireless coverage in some areas, Provinces should be 
directed to implement, at minimum, basic 9-1-1 coverage in all communities. 

The commission has already included language in Telecom Decision 2018-188 to include 
PSAPs (primary and secondary) in NG9-1-1 network access tariffs. Therefore, Provinces 
without existing 9-1-1 legislation can implement 9-1-1 service levies creating a secure, 
sustainable funding mechanism for build out and maintenance of 9-1-1 service to all citizens.  

5. Safety, security and privacy 

Question 

5.1 Keeping in mind the broader legislative framework, to what extent should the concepts of 
safety and security be included in the Telecommunications Act/Radiocommunication Act? 

Answer 

Telecommunications Act-3.4 - Section 69, Part IV.1 Telecommunications Apparatus, 
paragraph 69.3 Minister’s powers, should include the ability to de-register 
telecommunications apparatus or amend registration criteria. Authority should extend to 
software and services in addition to apparatus. 

If a reasonable and credible security threat to public safety equipment, network, or service 
exists, there should be authority and methods to mitigate and eliminate or neutralize the 
threat in the most expedient manner and time frame possible. 

9-1-1 Service Providers (PSAPs), carriers, and vendors should be required to develop, 
maintain, and test at minimum, threat assessment and Continuity of Operations (COOP) plans 
as conditions of service compliance. 

6. Effective Spectrum Regulation 

Question 

6.1 Are the right legislative tools in place to balance the need for flexibility to rapidly introduce 
new wireless technologies with the need to ensure devices can be used safely, securely, and 
free of interference? 

Answer 

See answer to section 5. 
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7. Governance and Effective Administration 

Questions 

7.1 Is the current allocation of responsibilities among the CRTC and other government 
departments appropriate in the modern context and able to support competition in the 
telecommunications market? 

Answer 

Regulators and government departments must educate themselves on 9-1-1 and the public 
safety telecommunications environment including software, services, and equipment related 
to the provision of public safety. Tools are required allowing collaboration and cooperation 
between ministries. Public Safety Canada in particular should take ownership of issues as a 
federal body and as recommended in Telecom Regulatory Policy decision CRTC 2017-182. 
They and other departments as necessary should address issues seeing them through to 
resolution in a transparent and cooperative manner. 

The commission has jurisdiction over development of the Next Generation 9-1-1 ESInet via 
carrier regulation, however, many gaps remain for PSAPs and emergency response agencies 
in the transition to Next Generation 9-1-1. Policy, governance, and funding are formidable 
hurdles for which there are no clear answers. Collaboration tools between ministries and 
departments would help address these gaps with manageable and inclusive solutions. 

Telecom Regulatory Policy CRTC 2017-182 makes several recommendations to address 
governance issues, in particular, determinations 48 & 49, however, the commission lacks the 
authority to impose accountability or ownership. Collaboration tools will provide wider 
visibility of issues and enhance problem solving activities. 

7.2 Does the legislation strike the right balance between enabling government to set overall 
policy direction while maintaining regulatory independence in an efficient and effective way? 

Answer 

Some type of oversite is required over the entire public safety environment including 
software, services, and equipment to keep stakeholders accountable. Collaboration tools 
between ministries and various departments regarding provision of 9-1-1 service will help 
participants better understand issues, educate stakeholders, and develop solutions to meet 
the needs of the 9-1-1 and emergency response communities.  

Complexity in the Next Generation 9-1-1 environment continues to mount and stakeholders 
need additional tools to coordinate discussion across multiple ministries and stakeholders, 
develop courses of action, and implement solutions in a time efficient, cost effective manner. 

One more example of a disconnect which exist within the 9-1-1 and public safety environment 
is The Office of the Chief Coroner of Ontario jury recommendations released in November of 
2018. The document includes the following recommendation; 
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Ontario should; 

1. Put in place an independent body to provide oversight to all 911 operations, 
keeping in mind regional differences and service levels, and its mandate should 
include, but not limited to: 

a. Investigating, responding to, and resolving complaints; 

b. Conducting audits; 

c. Collecting data and conducting research; 

d. Conducting systemic reviews; and 

e. Issuing an annual report, which should be publicly accessible and should 
include the meeting dates, times and agenda for each meeting held. 

(https://www.mcscs.jus.gov.on.ca/english/Deathinvestigations/Inquests/Verd
ictsandrecommendations/OCCInquest911Deaths2018.html) 

 

The above example is a sound recommendation and should apply at the federal level. 
While we understand this recommendation falls outside of the regulator’s jurisdiction and 
authority, it presents a compelling argument for additional tools and collaboration efforts 
among and between ministries and various departments at the federal level. 

-- End of Document -- 


