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Backup and Recovery Plan



Disclaimer
This document is for informational purposes only. The information contained in this document is intended as an educational resource and guidance for the CyberSecure Canada eLearning module related to Backup and Encrypt Data. Reliance on the information contained in this document does not guarantee a successful certification.
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Revision History
This Backup and Recovery Plan has been modified as follows:
	Date
	Version
	Modification
	Modifier

	2021-01-01
	1.0
	Plan created
	Dylan Smith
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This policy shall apply to all identified organization systems, data, and information systems at Frank’s Flower Shop.
Backup 
 
1. All systems at Frank’s Flower Shop containing essential business information are identified. 
2. Essential systems will have both onsite and offsite backup. Exceptions are permitted with documented justifications. Non-essential systems may also be backed up.
3. Essential systems have offline backups. Exceptions are permitted with documented justifications.
4. Essential systems shall be restorable within five business days. Non-essential systems shall be restorable within 10 business days.
5. All backups and recovery process are testing and verified quarterly. 
6. Access is restricted solely to the individuals responsible for backups, testing or restoration activities. 
Encryption 
1. All backups, regardless of onsite, offsite or offline are stored in an encrypted state
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It is the responsibility of the Office Manager to ensure the requirements outlined above are implemented. They are the sole personnel permitted to access, restore, test, and manage company backups.
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Hardware/Information & Data Repositories
	Id
	Device Type
	Model
	Owner
	Backup Sources
	Onsite
Backup
	Offsite
Backup
	Offline
Backup
	Essential?
(Y/N)

	1
	Laptop1
	Latitude 7410
	John Smith
	C:\Users
	\\NAS\Backup
Nightly
	OneDrive
Weekly
	Monthly
	Y

	2
	Laptop2
	Macbook Air 2020

	Jane Smith
	Everything
	\\NAS\Backup
Nightly
	OneDrive
Weekly
	Western Digital HDD
Monthly
	Y

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	



Software
	Id
	Vendor
	Software
& Version
	Owner
	Backup Sources
	Onsite
Backup
	Offsite
Backup
	Offline
Backup
	Essential?
(Y/N)

	1
	Kaspersky
	Total Security 2021
	All users
	config.ini
	None
Downloadable
	None
Downloadable
	BU-MEC3
	N

	3
	Intuit
	Quickbooks Payroll
	John Smith
	company.qbm
	BU-MEC1
	BU-MEC2
	BU-MEC3
	Y

	4
	Microsoft
	Office 365
	All users
	Onedrive\exec
Onedrive\finance
	BU-MEC1
	BU-MEC2
	BU-MEC3
	N
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Backup Location And Frequency
	ID
	Location
	Backup Device
	Backup Type
	Frequency
	Levels & Retention
	Encryption Mechanism 
	Data Compression

	
	\\NAS\Backup
Head Office

	NAS
	Onsite
	Nightly 1a.m.
Automated
	Keep seven days of backup. Purge everything older than seven days.

Within the seven-day backup, execute one full backup and six incremental backups.
	Encrypted Storage Device

	No

	
	OneDrive
O365 Cloud
	Cloud
	Offsite

	Every Sun 4a.m.
Automated
	Keep four most current weeks of full weekly backups. Purge all backups older than four weeks.
	Generations are encrypted 
	Compressed prior to uploading to OneDrive

	
	Offline - Storage facility
111 Avenue Drive
	External HD

	Offline
	First of every month at 1a.m.



	Keep 12 most current months of full backups for seven years. Purge all backups older than seven years.
	Encrypted storage device. 
Generations are encrypted
	Compressed prior to storing to WD Drive


[bookmark: _Toc77777906]Identify Exceptions

Essential Systems Backup Exceptions
	System 
	Exception 
	Justification

	No exceptions for Frank’s flower shop
	
	

	
	
	

	
	
	

	
	
	



[bookmark: _Toc77777907]Access Restriction

	System 
	Restrictions

	\\NAS\Backup
Head Office
	Access restricted to John Smith and contracted service provider 

	Offline - Storage facility
111 Avenue Drive
	John & Jane Smith 

	Cloud
	Access restricted to John Smith, Jane Smith and contracted service provider
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The Office Manager will coordinate with Frank’s Flower Shop’s Incident Response Team and any consultants to provide access to offline and online backups as necessary. 
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