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Firewall Rules
	Rule
	Permission
	Source
	Destination
	Protocol
	Port
	Rationale

	1
	Allow
	External (Internet)
	10.10.2.10
	TCP
	80, 443, 8080
	Open web server to public

	2
	Allow
	External (Internet)
	10.10.2.190
	UDP/IKE
	500
	Remote IPSec VPN access for employees

	3
	Allow
	External (Internet)
	10.10.3.243
	TCP
	443
	Remote SSL VPN access for employees

	4
	Allow
	External (Internet)
	10.10.4.112
	TCP
	81, 976
	Remote IPSEc VPN access for administrators

	5
	Allow
	Internal Network
	Any
	TCP
	80, 443, 8080
	Allow employees to access Internet

	6
	Deny
	Any
	Any
	ALL
	ALL
	Deny everything
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