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Disclaimer
This document is for informational purposes only. The information contained in this document is intended as an educational resource and guidance for the CyberSecure Canada eLearning module related to Secure Portable Media. Reliance on the information contained in this document does not guarantee a successful certification.
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Scope
This policy shall apply to all employees of Lotus Winery and any other personnel interacting with systems and servers associated with portable media within Lotus Winery.
Creation and Use of Portable Media
1. The IT Department at Lotus Winery is responsible for the issuance of portable media device for employee usage.  
2. Authorized Lotus Winery portable media devices are to be used to: 
a. Store company information
b. Connect to company systems
3. Lotus Winery provided portable media is not to be plugged into employee personal devices. 
4. Lotus Winery will track the issuance and usage of portable media provided to employees.  
5. Lotus Winery provided portable media will use encryption to ensure data and information is protected.	
6. Lotus Winery portable media remains the property of the organization. 
Disposal of Portable Media
1. The IT Department at Lotus Winery is responsible for the disposal of portable media.
2. Employees are to return portal media to the IT Department for disposal. 
3. Lotus Winery provided portable media will be sanitized or destroyed before disposal.  
4. All Lotus Winery laptops must have their hard drive and flash storage removed and destroyed, prior to being recycled or sold. 

Enforcement
[bookmark: _Hlk77761618]Lotus Winery is responsible for issuing portable media devices and providing training on their usage to all employees. Training must include key sections of this policy including issuance, use, and disposal of Lotus Winery portable media devices.
It is the responsibility of each employee to adhere to this policy when using portable media. 
[image: ]Secure Portable Media Policy
[image: ]Secure Portable Media Policy

image1.png
LOTUS WINERY

Sip. Savour. Repeat.





image2.png
LOTUS
WINERY

Sip. Savour. Repeat.





image3.png
Prepared by and for

CYBERSECURE
CANADA

Certification




