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[Disclaimer
This document is for informational purposes only. The information contained in this document is intended as an educational resource and guidance for the CyberSecure Canada eLearning module related to Use Strong User Authentication. Reliance on the information contained in this document does not guarantee a successful certification.]


[bookmark: _Hlk72313160]Revision History
The Uses Strong Users Authentication Policy has been modified as follows:
	Date
	Version
	Modification
	Modifier

	2021-01-01
	1.0
	Policy created
	Dylan Smith

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Definitions
	Two-Factor Authentication
	Authentication used to confirm the identity of a user by validating a combination of two different factors

	User Authentication
	A process used to confirm the identity of a person attempting to access a system or device

	User Authorization
	A process used to assign permissions to limit access to those who need it

	Password Manager
	A software application that creates, stores, and recalls passwords


Scope
[bookmark: _Toc75784168][bookmark: _Toc75784420][bookmark: _Toc76110554][bookmark: _Toc76549037][bookmark: _Toc76979950][bookmark: _Toc76980076]This policy shall apply to the use of two-factor authentication and passwords at Envision Architects. It applies to all employees, contractors, and affiliates of Envision Architects, and shall govern acceptable password use on all systems that connect to the organization’s networks or access and/or store its data.  
[bookmark: _Toc75784169][bookmark: _Toc75784421][bookmark: _Toc76110555][bookmark: _Toc76549038][bookmark: _Toc76979951][bookmark: _Toc76980077]Two-Factor Authentication
Two-factor authentication will be used for following systems:  
· Financial accounts 
· System administrators 
· Cloud administrators
· Senior executives 
· [bookmark: _f93vntu6ialq]All remote access
[bookmark: _Hlk77861971]Password Creation
1. All passwords must be at least 14 characters long
1. All default passwords must be changed when  any software and devices are installed
1. Administrator and other high value account passwords must be 14 or more characters long
1. Passwords are not be to reused for multiple accounts (for example, email and server login)
Password Management
1. Passwords must not be shared with anyone, whether in person or sent electronically
1. Auto login for work related services must be disabled
1. All passwords, including default passwords on devices must be updated to the standards outlined in the Password Creation section
1. ACME Password Manager is used to store and manage passwords
1. Passwords that are physically written down must be stored securely where no other person can access them
1. The organizations backup plan will include the backup and recovery of passwords managed by password managers
Password Updates
1. Passwords are updated upon suspicion or evidence of compromise 
1. Users are able to update their passwords whenever they choose
Enforcement 
It is the responsibility of the IT Team Lead to implement the outlined polices. Users are responsible for setting and managing their personal passwords and to use the two-factor authentication on systems outlined above.
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