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1. 0 Introduction 

1.1 In December 2001, the European Commission (EC) issued Decision 2002/2/EC, pursuant to 

Article 25(6) of Directive 95/46/EC. The Decision states that Canada is considered as providing an 

adequate level of protection of personal data transferred from the European Union (EU) to recipients 

subject to the Personal Information Protection and Electronic Documents Act (PIPEDA). The adequacy 

decision was reaffirmed in 2006. 

1.2 In accordance with Article 2 of Implementing Decision (EU) 2016/2295, which amended Decision 

2002/2/EC, the EC is required, on an ongoing basis, to monitor developments in the Canadian legal 

framework, including developments concerning access to personal data by public authorities, with a 

view to assessing whether Canada continues to ensure an adequate level of protection of personal data.  

1.3 In May 2017, as part of an ongoing effort to assist the Commission in its monitoring obligation, 

Government officials provided the EC with the first in a series of biannual reports that outline key 

developments in Canada's data protection framework1.   

1.4 The EC’s monitoring obligation was reaffirmed in May 2018 through the application of Article 

45(4) of the General Data Protection Regulation (GDPR), which requires the Commission, on an ongoing 

basis, to monitor privacy-related developments in Canada that could affect the functioning of the 

existing adequacy decision. Recognizing that this monitoring activity continues, as part of the evaluation 

and review of the GDPR, which is to include an examination of existing adequacy decisions, which occurs 

every four years, beginning in May 2020, the present report outlines developments in Canada’s data 

protection framework since the fourth update report prepared in December 2018. 

 

2.0 Developments Related to Canada’s Private Sector Privacy Law 

Personal Information Protection and Electronic Documents Act (PIPEDA) 

2.1 There are no statutory developments or amendments to the legislation since the last report. 

Canada’s Anti-Spam Legislation (CASL) 

2.2 The CASL Performance Measurement Report 2017-2018 was recently completed and is available 

online.2 This annual report provides an overview of the governance and compliance elements of CASL as 

well as statistical information from the Spam Reporting Centre. The new format and online availability of 

the report is in part, in response to a recommendation from Innovation, Science and Economic 

Development Canada (ISED)’s Audit and Evaluation Branch, which identified a need for greater 

coordination among CASL partners3 on education and outreach activities. This need was also reflected in 

a recommendation from the House of Commons Standing Committee on Industry, Science and 

                                                           
1 The series of biannual reports to the EC are available at http://www.ic.gc.ca/eic/site/113.nsf/eng/home 
2 The Performance Management Report is available at https://www.fightspam.gc.ca/eic/site/030.nsf/eng/00024.html  
3 The CASL initiative is administered by ISED and enforced by the Canadian Radio-television and Telecommunications Commission, the Office of 
the Privacy Commissioner and the Competition Bureau. Further information on the partners is available at 
https://www.fightspam.gc.ca/eic/site/030.nsf/eng/00018.html 

http://www.ic.gc.ca/eic/site/113.nsf/eng/home
https://www.fightspam.gc.ca/eic/site/030.nsf/eng/00024.html
https://www.fightspam.gc.ca/eic/site/030.nsf/eng/00018.html
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Technology in its report on the statutory review of CASL4. On April 1, 2019, the Government launched a 

revamped website5 associated with the legislation, which includes a link to the CASL Performance 

Measurement Report, a revised online form to report unsolicited commercial electronic messages or 

other electronic threats to the Spam Reporting Centre, and other updates. 

2.3 There are no statutory developments or amendments to the legislation since the last report. 

 

3.0 Legislative Initiatives 

Bill C-59, An Act respecting national security matters, 2017 

3.1 In June 2017, the Government introduced legislation under Bill C-59, An Act respecting national 

security matters6 to enhance accountability mechanisms for national security agencies, and to 

modernize the powers provided to the Canadian Security Intelligence Service (CSIS) and the 

Communications Security Establishment (CSE). The Bill was passed by the House of Commons and the 

Senate, which adopted several amendments strengthening its provisions. Bill C-59 received Royal Assent 

on June 21, 2019, and is now known as the National Security Act, 2017. 

Bill C-58, An Act to amend the Access to Information Act and the Privacy Act and to make consequential 

amendments to other Acts 

3.2 On June 21, 2019, the legislation to amend the federal Access to Information Act (ATIA) and 

make consequential amendments to the Privacy Act received Royal Assent. The Information 

Commissioner now has the power, following the investigation of a complaint, to make binding orders in 

relation to access to information requests, including ordering the release of government records. The 

order-making model includes checks and balances to ensure that the Privacy Commissioner has the 

power to provide input regarding the protection of personal information and to intervene if he or she 

considers it necessary. As well, the new legislation introduced new requirements for the proactive 

publication of a broad range of information that apply to over 260 federal government institutions, as 

well as the Prime Minister's Office, Ministers' offices, and administrative bodies that support Parliament 

and the courts. 

Bill C-21, An Act to amend the Customs Act 

3.3 In June 2016, the Government introduced Bill C-21, An Act to amend the Customs Act.7 The Bill 

authorizes the Canada Border Services Agency (CBSA) to collect personal information on any person who 

is leaving, or has left, Canada at all land ports of entry. In addition, it requires that every person who is 

leaving Canada must, if requested to do so by an officer, present themselves to an officer and answer 

any questions the officer asks. The Bill amends the Customs Act to authorize the disclosure of customs 

information to an official of the Department of Employment and Social Development for the purpose of 

                                                           
4 The Standing Committee’s report is available at https://www.ourcommons.ca/Committees/en/INDU/StudyActivity?studyActivityId=9659639  
5 See www.fightspam.gc.ca  
6 Further information on Bill C-59 is available at http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=9057418  
7 Further information on Bill C-21, An Act to amend the Customs Act, is available at 
http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=8355229 

https://www.ourcommons.ca/Committees/en/INDU/StudyActivity?studyActivityId=9659639
http://www.fightspam.gc.ca/
http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=9057418
http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=8355229
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administering or enforcing the Old Age Security Act (in addition to the Employment Insurance Act). It 

also provides the legislative authority for the collection of personal information in accordance with 

section 4 of the Privacy Act and prescribes the retention period. Finally, the Bill amends the Customs Act 

to authorize officers to require that goods that are to be exported from Canada be reported and 

examined despite any exemption under the Act. After being referred to the Standing Senate Committee 

on National Security and Defence, Bill C-21 received Royal Assent on December 13, 2018. 

Bill C-76, Elections Modernization Act, 2018 

3.4 On April 30, 2018, the Government introduced Bill C-76, An Act to amend the Canada Elections 

Act and other Acts and make certain consequential amendments (Elections Modernization Act) in the 

House of Commons8.  The Bill amends the Canada Elections Act to establish spending limits for third 

parties and political parties during a defined period before the election period of a general election held 

on a day fixed under that Act. It establishes measures to increase transparency regarding the 

participation of third parties in the electoral process. The Bill also amends the Act to provide for certain 

requirements with regard to the protection of personal information for political parties, including the 

obligation for the party to adopt a policy for the protection of personal information and to publish it on 

its Internet site. Furthermore, the Bill establishes measures to permit information sharing between the 

Minister of Citizenship and Immigration and the Chief Electoral Officer for the purpose of updating and 

maintaining the National Register of Electors and the National Register of Future Electors, by removing 

non-citizens and by adding youth citizens ages 14 to 17. The Bill received Royal Assent on December 13, 

2018 and came into force six months after receiving Royal Assent9. 

 

4.0 Parliamentary Committee Activities 

Study of Breach of Personal Information Involving Cambridge Analytica and Facebook 

4.1 In March 2018, the Standing Committee on Access to Information, Privacy and Ethics (ETHI) 

adopted a motion to conduct a study of the privacy implications of platform monopolies and possible 

national and international regulatory and legislative remedies to assure the privacy of citizens' data and 

the integrity of democratic and electoral processes across the globe. The Committee issued an interim 

report in June 2018, and tabled its final report on its study of the breach of personal information 

involving Cambridge Analytica and Facebook in December 201810. The final report, titled Democracy 

Under Threat: Risks and Solutions in the Era of Disinformation and Data Monopoly contains 26 

recommendations; 18 new recommendations plus 8 recommendations from the interim report. The list 

of recommendations cover themes related to privacy protection and political parties, regulation of social 

media, regulation of technology giants and “data-opolies”, cyber security, as well as research, digital 

literacy and public awareness. 

                                                           
8 Further information on Bill C-76, the Elections Modernization Act, is available at 
http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=9808070 
9 The Elections Modernization Act is available at https://laws-lois.justice.gc.ca/eng/annualstatutes/2018_31/page-1.html  
10 Further information on the Committee’s Study of the Breach of Personal Information Involving Cambridge Analytica and Facebook is available 
at http://www.ourcommons.ca/Committees/en/ETHI/StudyActivity?studyActivityId=10044891 

https://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/report-17
https://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/report-17
http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=9808070
https://laws-lois.justice.gc.ca/eng/annualstatutes/2018_31/page-1.html
http://www.ourcommons.ca/Committees/en/ETHI/StudyActivity?studyActivityId=10044891
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4.2 The Government Response11 to the Committee’s report was tabled in the House of Commons on 

April 10, 2019. The Response reiterates the Government’s intent to re-evaluate and modernize Canada’s 

privacy protection framework for the private sector, including PIPEDA and Canada’s anti-spam 

legislation.  In particular, the Response noted that a variety of options for the reform of the consent and 

enforcement regimes will be examined to ensure that the Act maintains its intended balance between 

the individual’s right to privacy and the legitimate needs of business with respect to personal 

information.  

Study on Privacy of Digital Government Services  

4.3 In 2018, the ETHI Committee agreed to undertake a study12 on the privacy implications and 

potential legal barriers relating to the implementation of digital government services in Canada, in order 

to make recommendations on how the Government could improve its services while also protecting 

Canadians’ privacy and security.  The Standing Committee issued its report on Privacy and Digital 

Government Services on June 18, 2019.  The report contains eight recommendations.  The 

recommendations cover themes such as the modernization of Canada’s federal privacy laws, data 

minimization, shift to digital government, digital backbone for government services, and governance of 

Indigenous people’s data. 

Senate Report on Automated Vehicles 

4.4 On July 27, 2018, the Government tabled its response to the Senate Committee’s report, Driving 

Change: Technology and the Future of the Automated Vehicle, following a study on the regulatory and 

technical issues related to the deployment of connected and automated vehicles (CAVs).  The 

Government Response13 to the Committee’s report largely concurred with the Committee’s privacy-

related recommendations such as assessing the need for privacy regulations specific to CAVs. It also 

indicated a commitment to work with stakeholders and partners, including the Office of the Privacy 

Commissioner, to develop an industry-specific code of best practices for privacy protection. In 

cooperation with federal and private sector partners, Innovation, Science and Economic Development 

Canada is launching the Data Privacy and Security Expert Sub-Group that will provide advice to the 

Vehicle of the Future Advisory Group14 on issues related to privacy and cybersecurity issues. 

National Security and Intelligence Committee of Parliamentarians (NSICOP) 

4.5 The National Security and Intelligence Committee of Parliamentarians (NSICOP) was established 

under the National Security and Intelligence Committee of Parliamentarians (NSICOP) Act in June 2017. 

The NSICOP serves as an independent review body of Canada’s national security and intelligence 

organizations. It may review the legislative, regulatory, policy, administrative and financial framework 

for national security and intelligence, as well as any activity carried out by a department that relates to 

                                                           
11 The Government Response is available at https://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/report-17/response-8512-421-502  
12 Further information on the Committee’s Study of Privacy of Digital Government Services is available at 
http://www.ourcommons.ca/Committees/en/ETHI/StudyActivity?studyActivityId=9993140  
13 The Government Response is available at 
https://sencanada.ca/content/sen/committee/421/TRCM/reports/MinisterGarneau_GovResp_b.pdf 
14 The Vehicle of the Future Advisory Group is a multistakeholder forum that advises the Government on a range of policy issues related to 
connected and autonomous vehicles. 

https://sencanada.ca/en/info-page/parl-42-1/trcm-driving-change/
https://sencanada.ca/en/info-page/parl-42-1/trcm-driving-change/
https://www.ourcommons.ca/DocumentViewer/en/42-1/ETHI/report-17/response-8512-421-502
http://www.ourcommons.ca/Committees/en/ETHI/StudyActivity?studyActivityId=9993140
https://sencanada.ca/content/sen/committee/421/TRCM/reports/MinisterGarneau_GovResp_b.pdf
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national security or intelligence15. The Committee’s first annual report16 was tabled in Parliament on 

April 9, 2019. The report contains eleven findings and seven recommendations aimed at strengthening 

the accountability and effectiveness of organizations that conduct national security and intelligence 

activities in Canada and abroad. The Committee’s stated intention for the report is to contribute to an 

informed debate on the challenges of providing security and intelligence organizations with the powers 

necessary to identify and counter threats to the nation, while at the same time ensuring that their 

activities continue to respect and preserve democratic rights.  

4.6 The report also identifies upcoming NSICOP reviews for 2019 including a review of the national 

security intelligence activities of the CBSA, threats to national security from foreign interference, and a 

study of diversity and inclusion in Canada’s security and intelligence community. The Committee will 

also undertake a fourth review of the collection, use, retention and dissemination of information on 

Canadian citizens by the Department of National Defence and the Canadian Armed Forces in the 

conduct of defence intelligence activities. It will submit its findings and recommendations in a Special 

Report to the Prime Minister and the Minister of National Defence in 2019. 

5.0 Recent Court Decisions 
Supreme Court of Canada  

5.1 On February 14, 2019, the Supreme Court of Canada issued its decision in R. v. Jarvis17, which 

dealt with the element of the offense of voyeurism requiring that the circumstances give rise to a 

“reasonable expectation of privacy”. The accused was a high school teacher who used a camera 

concealed inside a pen to make surreptitious video recordings of female students in common areas of 

the school. The accused was charged with voyeurism under section 162(1)(c) of the Criminal Code, 

which makes it an offense to surreptitiously observe or make a visual recording of another person in 

circumstances that give rise to a reasonable expectation of privacy, if the observation or recording is 

done for a sexual purpose. The Supreme Court unanimously agreed that the students’ circumstances 

gave rise to a reasonable expectation that they would not be recorded in the manner they were. A 

majority of the Court further recognized that being in a public space does not automatically negate 

expectations of privacy for purposes of the offence, and whether observation or recording is seen as an 

invasion of privacy depends on a variety of factors. 

6.0 Office of the Privacy Commissioner Activities 
Online Reputation/Google 

6.1 In October 2018, the Office of the Privacy Commissioner (OPC) filed a Notice of Application in 

Canada’s Federal Court to seek clarity on whether Google’s search engine service is subject to federal 

                                                           
15 Unless the activity is an ongoing operation and the appropriate Minister determines that the review would be injurious to national security. 
16 The National Security and Intelligence Committee of Parliamentarians Annual Report 2018 is available at http://www.nsicop-
cpsnr.ca/reports/rp-2019-04-09/intro-en.html 
17 R. vs Jarvis is available at https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/17515/index.do  

http://www.nsicop-cpsnr.ca/reports/rp-2019-04-09/intro-en.html
http://www.nsicop-cpsnr.ca/reports/rp-2019-04-09/intro-en.html
https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/17515/index.do
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privacy law, PIPEDA.  The Reference application asks whether Google's search engine service collects, 

uses or discloses personal information in the course of commercial activities when indexing webpages 

and presenting the search results in response to searches of individual’s name. It also asks whether 

Google’s search engine service is exempt from PIPEDA because its purposes are exclusively journalistic 

or literary. On March 1, 2019, the Federal Court issued an Order18, with respect to this Reference, 

dismissing a motion from media parties19 seeking to be added as parties to the Reference, or 

alternatively, seeking leave to intervene as if they were full parties. The Court concluded that the media 

parties ought not to be added as parties to the Reference, however, the Order provides for the media 

parties to reapply for intervenor status at a later date. The media parties have, by consent, discontinued 

their appeal of the Court’s Order dismissing their motion to be added as parties to the Reference. On 

April 16, 2019, the Federal Court dismissed Google’s challenge to expand the scope of the Reference20 

based mainly on the fact that only federal boards, commissions and other tribunals are allowed to refer 

questions to the Court, and that there is no mechanism by which the Court or a party to a reference 

might intervene to modify the scope of the reference questions. Google filed a notice of appeal of this 

decision on April 26, 2019. 

Budget 2019 – Protecting the Privacy of Canadians 

6.2 The Budget Implementation Act, No. 1 was tabled by the Government on March 19, 2019 

proposes funding of CAN$22M over five years for the Office of the Privacy Commissioner to enhance the 

Office's capacity, including its ability to engage with Canadian individuals and businesses, address 

complaints, and respond to privacy issues as they occur. 

Guidance for Federal Political Parties on Protecting Personal Information 

6.3 On April 1, 2019, the OPC and Chief Electoral Officer of Canada21 issued guidance intended to 

assist federal political parties in complying with their new legal obligations relating to privacy policies. 

The Guidance for Federal Political Parties on Protecting Personal Information22 is in response to recent 

changes to the Canada Elections Act under Bill 76,23 which require federal political parties to develop 

privacy policies, submit them to Elections Canada and publish them online by July 1, 2019. In addition to 

a list of the required legal obligations relating to privacy policies, the Guidance also encourages political 

parties to follow international privacy standards (fair information principles), which are outlined in the 

document. 

 

 

                                                           
18 The Order is available at 
https://www.canlii.org/en/ca/fct/doc/2019/2019fc261/2019fc261.html?searchUrlHash=AAAAAQBOUmVmZXJlbmNlIHJlIHN1YnNlY3Rpb24gMT
guMygxKSBvZiB0aGUgRmVkZXJhbCBDb3VydHMgQWN0LCBSLlMuQy4gMTk4NSwgYy4gRi03AAAAAAE&resultIndex=13  
19 The media parties consist of The Canadian Broadcasting Corporation and a group of Canada’s largest media organizations acting together.   
20 Google argued that the company is exempt from PIPEDA and that the OPC questions were overly narrow and did not address questions of 
constitutionality. 
21 Further information is available at https://www.elections.ca/content.aspx?section=abo&dir=ceo&document=index&lang=e  
22 The Guidance is available at https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/gd_pp_201904/ 
23 The amendments received Royal Assent in December 2018. See http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=9808070 

https://www.canlii.org/en/ca/fct/doc/2019/2019fc261/2019fc261.html?searchUrlHash=AAAAAQBOUmVmZXJlbmNlIHJlIHN1YnNlY3Rpb24gMTguMygxKSBvZiB0aGUgRmVkZXJhbCBDb3VydHMgQWN0LCBSLlMuQy4gMTk4NSwgYy4gRi03AAAAAAE&resultIndex=13
https://www.canlii.org/en/ca/fct/doc/2019/2019fc261/2019fc261.html?searchUrlHash=AAAAAQBOUmVmZXJlbmNlIHJlIHN1YnNlY3Rpb24gMTguMygxKSBvZiB0aGUgRmVkZXJhbCBDb3VydHMgQWN0LCBSLlMuQy4gMTk4NSwgYy4gRi03AAAAAAE&resultIndex=13
https://www.elections.ca/content.aspx?section=abo&dir=ceo&document=index&lang=e
https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/gd_pp_201904/
http://www.parl.ca/LegisInfo/BillDetails.aspx?Language=E&billId=9808070
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Consultations on Transborder Data Flows under PIPEDA 

6.4 On April 9, 2019, the OPC announced a public consultation on transborder dataflows24 under the 

Personal Information Protection and Electronic Documents Act (PIPEDA). The OPC issued 

a supplementary discussion document for its consultation on April 23, 2019, which provides further 

background and suggested questions for stakeholders. The Office is revisiting its 2009 position outlined 

in the OPC’s Guidelines for Processing Personal Data Across Borders25. On June 11, 2019, following the 

publication of Canada’s Digital Charter and the release of a Government discussion paper on PIPEDA 

reform (see below), the Office announced a reframing of its consultations26, with the publication of  a 

reframed discussion document27 which includes three additional questions for stakeholder input, and an 

extended deadline of August 6, 2019. 

2018-19 Survey of Canadians on Privacy 

6.5 On May 7, 2019, the OPC released the results of its biennial survey28 of Canadians’ awareness, 

understanding and perceptions of privacy-related issues. The survey indicated that the vast majority of 

Canadians (92 per cent) are concerned about the protection of their privacy, especially with regard to 

certain online practices. The survey results also highlight that Canadians feel they lack control over how 

their personal information is being used by companies and government and want a say in how, and to 

whom, it is disclosed. For instance, the vast majority of Canadians (86 per cent) said companies should 

not be able to share their personal information for purposes other than to provide them with a service. 

The findings will be used to inform and guide the OPC’s outreach efforts to Canadians. 

 

7.0 Other Items of Interest 

Canada’s Digital Charter  

7.1 On May 16, 2019, Prime Minister Trudeau delivered a keynote address at the VivaTech event in 

Paris where he announced that Canada would be launching a Digital Charter to guide the creation of a 

new, transparent and accountable digital policy. The following week, on May 21, 2019, the Minister of 

Innovation, Science and Economic Development, Navdeep Bains, launched Canada’s new Digital 

Charter: Trust in a digital world29, which outlines elements to address issues such as universal access and 

hate online. The Digital Charter was informed by the Digital and Data Consultations, which took place 

from June to October 2018. The results of these public consultations have been published in a report, 

                                                           
24 Further information on the consultations is available at http://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-
transborder-dataflows/ 
25 The 2009 policy position on transborder data flows is available at https://www.priv.gc.ca/en/privacy-topics/personal-information-
transferred-across-borders/gl_dab_090127/  
26 The Announcement is available at https://www.priv.gc.ca/en/opc-news/news-and-announcements/2019/an_190611/ 
27 The Reframed discussion document is available at https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-
transfers-for-processing/ 
28 The Final Report of survey results is available at https://www.priv.gc.ca/en/opc-actions-and-decisions/research/explore-privacy-
research/2019/por_2019_ca/ 
29 Canada’s Digital Charter: Trust in a digital world is available at http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html  

http://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transborder-dataflows/
http://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transborder-dataflows/
https://www.priv.gc.ca/en/privacy-topics/personal-information-transferred-across-borders/gl_dab_090127/
https://www.priv.gc.ca/en/privacy-topics/personal-information-transferred-across-borders/gl_dab_090127/
https://www.priv.gc.ca/en/opc-news/news-and-announcements/2019/an_190611/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transfers-for-processing/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-transfers-for-processing/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/explore-privacy-research/2019/por_2019_ca/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/explore-privacy-research/2019/por_2019_ca/
http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html
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Canada’s Digital Charter in Action: A Plan by Canadians, for Canadians30, which provides highlights of the 

engagement process and a summary of the feedback received. 

7.2 Minister Bains also announced a set of actions that will serve to implement the Charter’s ten 

principles31, including a set of proposals to modernize PIPEDA32, and confirming its commitment to 

modernize the Privacy Act33. The proposal to modernize PIPEDA, Strengthening Privacy for the Digital 

Age, outlines a series of policy considerations related to specific proposals that would serve to enhance 

consumer control, enable responsible innovation and enhance enforcement. Specifically, the 

Government is proposing clarifications under PIPEDA that detail what information individuals should 

receive when they provide consent; certain exceptions to consent; data mobility; deletion and 

withdrawal of consent; incentives for certification, codes, standards, and data trusts; enhanced powers 

for the Office of the Privacy Commissioner; as well as certain modernizations to the structure of the law 

itself and various definitions. The Government is also studying potential reforms to the Privacy Act, 

which governs the personal information handling practices of federal institutions, and plans to engage 

expert stakeholders to ask for their views and feedback on technical and legal considerations. 

Open Banking Consultations 

7.3 In 2018, the Government announced it would undertake a review of open banking and 

appointed an Advisory Committee on Open Banking34. A public consultation paper was released in 

January 2019, and roundtable consultations were held to engage Canadians. Based on its findings, the 

Advisory Committee will deliver a report assessing the merits of open banking for Canada, with a strong 

focus on protecting consumer privacy, ensuring the security of financial transactions and maintaining 

the stability of the financial sector.  

Artificial Intelligence 

7.4  On March 4, 2019, the Government launched the Directive on Automated Decision-Making35. 

The Directive took effect on April 1, 2019 and applies to any automated decision system developed or 

procured after April 1, 2019. The Directive requires federal government departments to be transparent 

and accountable in their use of artificial intelligence. Appendix B of the Directive requires institutions to 

assess the impact of the decision on individual’s rights, well-being, and economic interests, as well as 

sustainability of the ecosystem. If there is a high or very high impact, Appendix C requires mitigation 

measures such as human intervention during both the decision-making process and the final 

decision.  Full departmental compliance is required by April 2020. 

7.5 On May 14, 2019, Minister Bains announced the launch of the Advisory Council on Artificial 

Intelligence. The Council, which includes experts from industry and academia, will advise the 

Government on how to identify opportunities to create economic growth while ensuring that 

                                                           
30 Canada’s Digital Charter in Action: A Plan by Canadians, for Canadians is available at http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00109.html  
31 The ten principles are available at http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html  
32 Strengthening Privacy for the Digital Age is available at http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html  
33 Modernizing Canada’s Privacy Act is available at https://www.justice.gc.ca/eng/csj-sjc/pa-lprp/modern.html 
34 The Advisory Committee on Open Banking was established by the Minister of Finance on September 26, 2018. 
35 The Directive on Automated Decision-Making is available at http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592 

https://www.fin.gc.ca/n18/18-085-eng.asp
https://www.fin.gc.ca/activty/consult/2019/ob-bo/obbo-report-rapport-eng.asp
http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00109.html
http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html
http://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html
https://www.justice.gc.ca/eng/csj-sjc/pa-lprp/modern.html
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592
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advancements in artificial intelligence reflect Canadian values such as promoting a human-centric 

approach to AI, grounded in human rights, transparency and openness. Specifically, the council will 

establish a working group on commercializing value from Canadian-owned artificial intelligence (AI) and 

data analytics, building on the work started by the Digital Industries Economic Strategy Table. It will also 

provide advice on how best to advance the goals laid out in the Canada-France Statement on Artificial 

Intelligence and will support Canada’s participation in various international engagements such as the 

G7, the G20, the OECD and the World Economic Forum. 

International Panel on Artificial Intelligence 

7.6 Canada and France continue to work with the international community to create the 

International Panel on Artificial Intelligence (IPAI) to support and guide the responsible development of 

artificial intelligence that is grounded in human rights, inclusion, diversity, innovation, and economic 

growth. The Panel will bring together global AI experts acting as a global reference point on AI, fostering 

international collaboration and coordination on AI policy development. Expressions of interest on the 

IPAI have been received from Germany, Italy, India, Japan, the United Kingdom, New Zealand and the 

European Union. 

7.7 On May 16, 2019, Minister Bains, together with Cédric O, France's Secretary of State for Digital 

Affairs, made public the Declaration of the International Panel on Artificial Intelligence36 and announced 

further details on the organizational structure of the Panel. The Declaration states that participants in 

the Panel will commit to a set of shared values on the development, use and adoption of AI. 

7.8 The Panel will be formally launched later this year at the Biarritz Summit and will include a 

steering committee, and working groups, each focused on an identified topic related to AI, such as its 

technological development or impacts. The Panel will also convene an annual conference of 

international AI experts, called the Multistakeholder Experts Group Plenary. 

Standards Council of Canada  

7.9 In 2018, the Standards Council of Canada (SSC) established a national forum to help Canadian 

organizations better understand the GDPR. The Canadian Advisory Committee on the General Data 

Protection Regulation (CAC-GDPR) has a mandate to share relevant information and recommendations, 

and promote Canadian participation in standardization activities with respect to the GDPR. The 

Committee also serves as a forum to develop and relay consensus positions to influence the 

development of national, regional and international standards and conformity assessment schemes 

related to the GDPR, as well as data protection and privacy in general. The Advisory Committee was 

recently featured on the Standards Council of Canada website under its Flagship Programs.37 

7.10 In March 2019, the SCC held an initial meeting with subject matter experts from government 

and industry to assist in planning for the Canadian Data Governance Standardization Collaborative. This 

network will identify priority areas within data governance that could benefit from standardization, and 

                                                           
36 The Declaration is available at https://www.canada.ca/en/innovation-science-economic-development/news/2019/05/declaration-of-the-
international-panel-on-artificial-intelligence.html 
37 Further information is available at https://www.scc.ca/en/flagships/gdpr 

https://www.ic.gc.ca/eic/site/098.nsf/eng/00009.html
http://international.gc.ca/world-monde/international_relations-relations_internationales/europe/2018-06-07-france_ai-ia_france.aspx?lang=eng
http://international.gc.ca/world-monde/international_relations-relations_internationales/europe/2018-06-07-france_ai-ia_france.aspx?lang=eng
https://www.scc.ca/en/flagships/gdpr
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over the coming year, deliver a comprehensive roadmap of standards that will benefit Canadian 

organizations and citizens. 

International Engagement 

7.11 Canada’s free trade agreements (FTAs), including the Canada-European Union Comprehensive 

Economic and Trade Agreement (CETA), Canada-United States-Mexico Agreement (CUSMA), and the 

Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP), include commitments 

that directly or indirectly relate to a Party’s privacy law. For example, the CUSMA includes provisions 

whereby each Party will maintain a legal framework that provides for the protection of personal 

information (Article 19.8 and Article 32.8) and allows a natural person in its territory to obtain access to 

records held by the central level of government (Article 32.9). Furthermore, provisions within the 

CUSMA on the cross-border transfer of information by electronic means (Article 19.11) and location of 

computing facilities (Article 19.12) would apply to measures placed on commercial organisations when 

they transfer or process and store information, which may include personal information, while ensuring 

that legitimate privacy and security rights are protected. These provisions are consistent with Canadian 

access to information and privacy laws, including the Access to Information Act, the Privacy Act and the 

Personal Information Protection and Electronic Documents Act. 

7.12 Canada continues to participate in international fora such as the Organisation for Economic Co-

operation and Development (OECD) and the Asia-Pacific Economic Cooperation (APEC) that are actively 

engaged in initiatives aimed at improving and expanding the global interoperability of privacy 

frameworks. Canada is actively contributing to the review of the OECD Recommendation of the Council 

concerning Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data38, 

and is a member of the OECD Privacy Expert Group, established to provide advice on the review of its 

implementation. With respect to APEC, Canada is a member of the Data Privacy Sub-Group that is 

updating the Cross-Border Privacy Rules (CBPR) System to reflect the updated APEC Privacy Framework 

(2015)39. In addition, Canada is participating in APEC/EU discussions aimed at updating the 2014 

Referential on Personal Data Protection and Privacy Requirements of BCR and CBPR40 and exploring the 

concept of certification as it relates to the GDPR and the CBPR. 

 

8.0 Contact Information 

8.1 Further information about any aspect of this report may be requested from Charles Taillefer, 

Director, Privacy and Data Protection Policy Directorate, Marketplace Framework Policy Branch, 

Innovation, Science and Economic Development Canada at 235 Queen Street, Ottawa, Ontario, Canada 

K1A 0H5. 

8.2 It is intended that future reports will be provided at regular intervals, approximately every six 

months. 

                                                           
38 See http://www.oecd.org/internet/ieconomy/privacy-guidelines.htm  
39 See http://publications.apec.org/Publications/2017/08/APEC-Privacy-Framework-(2015)  
40 See https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp212_en.pdf  

http://www.oecd.org/internet/ieconomy/privacy-guidelines.htm
http://publications.apec.org/Publications/2017/08/APEC-Privacy-Framework-(2015)
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp212_en.pdf

